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Information Technologies for the 
Prevention of Medication Errors
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Abstract: Significant efforts are currently under way to improve the safety of the medication process in hospitals. 
Among other solutions, new developments involving information technologies (IT) have attracted growing atten-
tion, as they have the potential to attenuate a leading cause of error: human failure. IT interventions focus on the 
three major steps of drug use: prescription (computerized physician order entry, CPOE), dispensing (automated 
dispensing systems, ADS) and administration (scanning barcodes or RFID tags). Although these technologies are 
used more and more in hospitals, only few robust data are actually available to measure their real impact on patient 
safety. CPOE is the best studied, followed by ADS and scanning technologies. More data are necessary to demon-
strate their usefulness or to generalize results obtained in selected environments. An increased use of IT in future 
years seems to be unavoidable, but its implementation will be a real challenge, since cultural, human, technical, 
and ergonomic aspects will have to be taken into consideration to avoid failure. Moreover, these technologies can 
also potentially induce new risks, e.g. data entry errors, that need a careful consideration during implementation. 
In conclusion, IT has a huge potential to help reduce the occurrence of medication errors in hospitals, but the real 
positive impact and the induced risks need to be systematically and scientifically evaluated in various environ-
ments. In the Geneva university hospitals, some developments are under way to implement IT on pilot processes, 
with a concomitant evaluation by a systematic risk analysis method (FMECA).
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7’000 Americans could die annually from 
medication errors alone [4]. Another well-
designed study prospectively measured a 
rate of 6.5 adverse drug events per 100 ad-
missions, of which 28% were preventable, 
with errors occurring at the stage of order-
ing (49%), transcription (11%), dispensing 
(14%) and administration (26%) [5]. 

Although health care processes are very 
complex, they are actually strongly based 
on human reliability, which explains the 
high rate of adverse events. Indeed, the 
performance of highly trained operators 
has been shown to be associated with error 
rates in the range of 10–2 for dispensation 
[6][7] and even 10–1 for calculation [7][8]. 
Mechanisms leading to active failure are 
multiple and include slips, lapses, mis-
takes, and procedural violations [9]. More 
importantly, the organization of the work-
ing environment has a major influence on 
the operator’s performance, determining 
the latent conditions more or less favorable 
to the occurrence of active errors. Only a 
few factors such as illumination [10], sound 
[11], workload [10] and task disruption [12] 
have been so far investigated and shown to 
influence the error rate. 

Significant efforts are today under way 
to prevent human errors and improve patient 

safety and great hopes have been pinned on 
information technologies (IT). These de-
velopments attract great interest because 
they have the potential to suppress manual 
or cognitive steps linked to high error rates 
and because they target systems rather than 
individuals; a strategy that has been shown 
to be effective in reducing errors in other 
fields such as aviation industry [13].

Information Technologies in the 
Medication Process

Numerous interventions involving in-
formation technologies have been devel-
oped to improve the safety of three major 
steps of drug use in hospitals: prescription 
(computerized physician order entry), dis-
pensation (automated dispensing systems) 
and administration (scanning barcodes or 
RFID tags). 

Computerized physician order entry 
(CPOE) refers to a variety of computer-
based systems that share the common 
features of automating the medication or-
dering process and that ensure standard-
ized, legible, and complete orders [14]. 
Clinical decision support systems (CDSSs) 
are built into almost all CPOE systems to 
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Introduction

In the last few years, medical adverse events 
have received growing attention. In a well-
covered report published in 1999 and enti-
tled ‘To err is human: building a safer health 
system’ [1], the Institute of Medicine, rely-
ing on three studies performed during the 
last decade in the USA, estimated that the 
number of deaths attributable to prevent-
able medical errors was probably between 
44’000 and 98’000 per year [2][3], and that 
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varying degrees, providing basic comput-
erized advice regarding drug doses, routes, 
frequencies, as well as more sophisticated 
data such as drug allergy, drug-laboratory 
values, drug–drug interactions checks and 
guidelines. Results of American surveys 
[15][16] indicate that 4 to 15% of hospitals 
have an electronic medication order-entry 
system in place. This relatively low rate re-
flects the recent emergence of these tools 
and the complexity to set up them. 

Automated dispensing systems are drug 
storage devices or cabinets that electronical-
ly dispense medications in a controlled fash-
ion and track medication use. Centralized 
systems (e.g. Baxter ATC-212, Homerus, 
Swisslog Pillpick system) prepare and dis-
tribute individualized treatments from a 
central location in the hospital, whereas de-
centralized pharmacies (e.g. Pyxis Medsta-
tion, Omnicell Sure-Med) reside on nursing 
wards. They can be directly connected to 
an electronic prescription system or require 
a retranscription of a written or electronic 
order in the dispensing device. The decen-
tralized pharmacies offer several aspects of 
interest for nurses, in particular immediate 
access to medications, thereby decreasing 
turnaround time, and improved tracking of 
narcotics dispensing [17]. They try to cu-
mulate the advantages of unit dose system 
(individualization to reduce error rate) and 
ward stocks (rapid availability of drugs). In 
a 2002 national survey [18] of drug dispens-
ing practices in the USA, an estimated 8% of 
hospitals used a robotic distribution system 
that automates the dispensing of unit doses 
within the centralized distribution system. A 
majority of hospitals (58%) with decentral-
ized distribution systems employed auto-
mated point-of-use dispensing devices. 

Scanning technologies can contribute to 
a reduction in medication errors by ensur-
ing the ‘five rights’ of medication adminis-
tration: right patient, right drug, right dose, 
right route, and right time. By linking a scan-
ning device with CPOE and/or automated 
dispensing software, the performance of 
these final checks can be improved. When 
ready to administer a medication, the nurse 
simply scans a barcode or a RFID tag on 
its own identification badge, the barcodes 
of medications to be administered, and then 
the patient’s wristband barcode or RFID 
tag. As a by-product these systems provide 
a complete and accurate online electronic 
medication administration record (eMAR) 
by documenting precise administration 
data and making it easier for all caregivers 
to trace a patient’s care over time. Actu-
ally, only 1.5% of hospitals use scanning 
technology in the administration process 
to verify the correct patient and the correct 
drug, but nearly two-thirds of hospitals use 
computer-generated MARs [19]. 

If we try to imagine what the medica-
tion system of the future could be, we will 

have physicians ordering online, supported 
by a clinical decision system. The orders 
will be sent electronically to a robot that 
will automatically fill the patient-cart or to 
a decentralized automated dispensing sys-
tem manipulated by the nurses. All drugs, 
patients, and staff will have an electronic 
identification, making it possible to per-
form a final check based on the computer-
ized prescription. The concomitant use and 
interconnection of the three systems will 
probably be the most powerful way to opti-
mize the medication process and to improve 
patient safety. 

Interests

Although information technologies are 
now relatively widely used in hospitals, 
relatively few robust data exist regarding 
their impact on the safety of the medication 
process [19–21]. Exceptions are CPOE and 
CDSSs, which have been found to improve 
drug safety. Other previously described in-
novations, such as automated dispensing 
devices, scanning and computerization of 
the MAR, though less studied, should all 
theoretically have an impact on the error 
rates.

According to a systematic review [22] 
on the effect of CPOE on medication safety, 
at least two well-conducted studies [23][24] 
demonstrated an important decrease of 55 
to 81% in the serious medication error rate. 
When the results were evaluated by steps 
in the process from ordering to adminis-
tration, it was interesting to consider that 
CPOE diminished ordering errors by only 
19%, whereas transcription (–84%), dis-
pensing (–68%) and administration (–59%) 
errors were more markedly reduced [25]. 
The reduction of ordering errors is strongly 
dependent on the exhaustiveness of the 
CDSSs associated to the prescription tool. 

Although the use of automated dispens-
ing devices results in several benefits, in-
cluding a net saving in personnel time, an 
increase of pharmacist availability for clini-
cal activities, and an improvement in billing 
efficiency [25][26], a reduction in medica-
tion errors has not been uniformly real-
ized. We performed an experimental study 
that demonstrated an abolition of selection 
errors when drugs where stored in indi-
vidualized pockets with selective opening 
(‘cubies’) connected to an electronic pre-
scription [27], but additional data in real life 
are needed to confirm this potential. Such 
results would be very useful to quantify bet-
ter the impact of automatic dispensing on 
medication safety.

Bar coding of drugs also seems useful 
for reducing error rates, although few data 
from health care are available. Some unpub-
lished data suggest that an 80% fall in medi-
cation administration errors was obtained in 

an hospital [28]. Another study showed an 
improvement in error rates for point of care 
glucose and blood gas testing [29]. 

To summarize, although the usefulness 
of information technologies in the reduc-
tion of medication error is definite, studies 
measuring the impact of up-to-date technol-
ogies are lacking. The main factors leading 
to such an improvement are the complete 
and legible character of the information, the 
access to structured and powerful clinical 
decision support, the suppression of tran-
scription steps, the reduction of possibili-
ties for selection error, and the unequivocal 
identification of drugs and patients. 

Barriers

Although an increased use of IT in the 
future years seems to be unavoidable, its im-
plantation is a real challenge and numerous 
experiences have failed. The cultural and 
organizational changes caused by the intro-
duction of IT must not be underestimated. 
These tools should only be introduced af-
ter a careful estimation of technical (e.g. 
conviviality, response time, reliability), 
human (e.g. leadership, value to users, mo-
tivation, acceptance, time availability) and 
ergonomic (e.g. workflow organization) as-
pects [30], with a special focus on new risks 
potentially induced by the modification of 
the process. For CPOEs, a tool assessing 
hospital readiness was developed [31] in-
cluding several components such as exter-
nal environment, organizational leadership, 
structure and culture, care standardization, 
order management, access to information, 
information technology structure and infra-
structure.

To prescribe a drug with an electronic 
tool takes more time than to write orders on 
paper [32–34]. To make this extra time ac-
ceptable to physicians, the clinical decision 
support system must be powerful and bring 
significant added value to the prescrip-
tion. The use of an electronic prescribing 
system can also induce new risks [35] that 
are strongly dependent on the system used. 
Computer entry errors (e.g. wrong drug, 
wrong dosage, wrong patient) are prob-
ably a significant problem, as they were the 
fourth leading cause of error spontaneously 
reported in 2003 to the US pharmacopoeia 
reporting system [36].

The potential limitations of automated 
dispensing systems are a variety of process 
deviations, including nurses waiting at busy 
administration times, especially if there are 
not enough machines, removal of doses 
ahead of time to circumvent waiting, and 
overriding the device when a dose is needed 
quickly [37].

The efficacy of scanning technology 
is linked to the presence of an electronic 
identification on drugs, patients, and care-
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givers. The bar-coding of drug unit doses is 
not common in the pharmaceutical industry, 
which would force repackaging by the phar-
macy to apply this technology. In the USA, 
the FDA now require barcodes on the unit-
doses of all drugs [38] and it can be hoped 
that this problem will be mostly resolved in 
the future years. Even if the reliability of 
scanning is much higher than human ability, 
these technologies still do not achieve zero 
errors, as operators continue to utilize man-
ual data entry in some situations (e.g. scan 
unsuccessful or unavailable) and patients 
can wear an erroneous wristband [29].

Last but not least, IT technologies are 
expensive [39] and the financial aspect 
often limits implementation. Savings in 
medication error management and time are 
probably greater in most, though not all, 
instances, but IT requires a large up-front 
capital investment that is often difficult to 
obtain from hospital managers. 

Conclusion

IT has a huge potential to help reduce the 
occurrence of medication error, but hospi-
tals need to consider the implications these 
systems will have on workflow before com-
plete implementation occurs [40]. Factors 
reported as being important for success or 
failure are: technical features, user-friend-
liness, organization of the implementation, 
and cultural and behavioral patterns of hos-
pital personnel [41][42]. Re-engineering 
of the medication process should be done 
using a system approach, evaluating the 
consecutive steps (prescription, dispensa-
tion, administration) and trying to develop 
a coherent information system connecting 
them together.

In the Geneva university hospitals, a 
2200-bed university hospital, an institution-
al project of electronic integrated patient 
records including CPOE and CDSS is on 
the way. CPOE is actually implemented for 
nearly 800 beds and evaluation studies are 
under discussion. We are also applying IT 
on pilot processes, e.g. chemotherapy, to try 
to better understand the interests and poten-
tial problems of these technologies from the 
prescription (CPOE) to the administration 
(scanning). In this case, the implementation 
is coupled with a systematic risk analysis 
method (FMECA).

Even if IT constitutes an important 
way to prevent medication errors, other 
actions such as healthcare worker educa-
tion, centralized intravenous additive ser-
vices (CIVAS) and clinical pharmacy are 
complementary approaches that should not 
be forgotten. Ideally, personnel time saved 
during IT implementation, if any, should be 
redirected to these activities [43].
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